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1
Decision/action requested

Approve the mapping table of  impacts per solution for inclusion in TR 33.701 [1].
2
References

[1]
3GPP TS 33.701: " Study on mitigations against bidding down attacks "

3
Rationale

Solution #6 in [1] is refined to clarify the content of the proposed “allowlist”. Evaluation of the applied scenarios of this solution is provided.
4
Detailed proposal

Approve the changes below for inclusion in TR 33.701 [1]

**** Start of Changes****

5.6
Solution #6: Using allowlist to avoid bidding down attack from LTE/NR to decommissioned GERAN/UTRAN
5.6.1
Introduction
This solution addresses the security requirement in Key Issue #1: Bidding down attacks from LTE/NR to decommissioned GERAN/UTRAN.
5.6.2
Solution details

During the registration procedure of a UE registering 5G network, the network provides the UE the allowlist of networks, i.e., the allowed RAT types of the current serving PLMN, in the Registration Accept message. If the operator has decommissioned GERAN and UTRAN networks, only 4G and/or 5G networks are listed. 

Upon receiving the message, UE does not connect to the network whose RAT types are not in the allowlist of the networks.

5.6.3
Evaluation
This solution works in both roaming and non-roaming scenarios. 

This solution has impacts on AMF and UE and does not address the problem for legacy devices.
Impacts on the AMF:
     The AMF needs to add a new information element indicating the allowlist of available networks to the Registration Accept message. 

Impacts on the UE:

The UE does not connect to the networks that are not in the allowlist of the networks.

**** End of Changes****

